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Amendments to the Claims 



This listing of claims will replace all prior versions, and listings of claims in the 
application: 



Listing of Claims: 



\ (original) A cryptographic communication method wherein when different 
encryption\lgorithms are operated at a transmission side and a reception side, the 
transmission side encrypts an encryption algorithm operated at the transmission side with 
an encryption algorithm operated at the reception side and transmits the encrypted 
algorithm to the recekion side. 

2. (original) A cryptographic communication method wherein information on 
an encryption algorithm operatecKat a transmission side and information on an encryption 
algorithm operated at a reception sid^ire obtained from the transmission side and when 
different encryption algorithms are operand at the transmission side and the reception 
side, an encryption algorithm operated at the ttansmission side is encrypted with an 
encryption algorithm operated at the reception sidevand transmitted to the reception side. 

3. (currently amended) A cryptographic communication method as claimed 
in claim 2 wherein signature data produced based on a public key preliminarily allocated 
to the transmission side is supplied to the reception side with said [ehcrypted] encryption 
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algorithm operated at the transmission side with the encryption algorithm operated at the 

reception side . 

4. (Currently amended) A cryptographic communication method as claimed 
in claim 2 wherein signature data produced based on a public key preliminarily allocated 
to the transmission sidevis supplied to the transmission side together with said [encrypted] 
encryption algorithm operated at the transmission side encrypted with the encryption 
algorithm operated at the reception side and transmitted to the reception side. 

5. (currently amended) Vn encryption algorithm sharing management 
method for sharing an encryption algorithm for cryptographic communication, 
comprising the steps of: \ 

from a user of a transmission side, obtaining a user identifier indicating the user 
of the transmission side and a user identifier indicating a user of a reception side; and 

querying a data base in which [a correspondence between] [the] user identifiers 
indicating [the] users and [an] their corresponding encryption algorithms [operated by the 
user is] are preliminarily describedi [about each user anckthen retrieving] so as to obtain 
an [the] encryption algorithm operated by the user of the transmission side and [the] an 
encryption algorithm operated by the user of the reception sidfe, 

wherein if [the] said encryption algorithm operated by the user of the transmission 
side is different from [the] said encryption algorithm operated by the user of the reception 
side, data indicating [the] said encryption algorithm operated by the user of the 
transmission side is encrypted with [the] said encryption algorithm operated by the user 
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le reception side and transmitted to the user of the reception side. 



6. \ (currently amended) An encryption algorithm sharing management 
method for sharing an encryption algorithm for cryptographic communication, 
comprising the steps of: 

from a user of \ transmission side, obtaining a user identifier indicating the user 
of the transmission side aVi a user identifier indicating a user of a reception side; 

querying a data base m which [a correspondence between] user identifiers 
indicating [the] users, [an] corresponding encryption algorithms [operated by the user] 
and [an] encryption keys thereof, [rs] are preliminarily described [about each user] so as 
to obtain [the] an encryption algorithiri operated by the user of the transmission side and 
an encryption key thereof and an encryption algorithm operated by the user of the 
reception side and an encryption key thereor 

wherein if [the] said encryption algorithm operated by the user of the transmission 
side is different from [the] said encryption algorithm operated by the user of the reception 
side, data indicating [the] said encryption algorithnroperated by the user of the 
transmission side and an encryption key produced based on the encryption key operated 
by the user of the reception side corresponding to a key length of [the] said encryption 
algorithm operated bv the user of the transmission side is encrypted with [the] said 
encryption algorithm operated by the user of the reception sid^ and transmitted to the user 
of the reception side. 



7. (currently amended) An encryption algorithm sharingVnanagement 
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method for sharing an encryption algorithm for cryptographic communication, 
comprising the steps of: 

from a user of a transmission side, obtaining a user identifier indicating the user 
and a uW of the transmission side identifier indicating a user of a reception side; and 
querying a data base in which [a correspondence between] user identifiers 
{Heating [tnte] users, [an] corresponding encryption algorithms [operated by the user] 
and [an] encryption keys thereof, [is] are preliminarily described [about each user] so as 
to obtain [the] an encryption algorithm operated by the user of the transmission side and 
an encryption key thereof and [the] an encryption algorithm operated by the user of the 
reception side and an encryption key thereof, 

wherein if [the] said encryption algorithm operated by the user of the transmission 
side is different from [the] saidV ncrvption algorithm operated by the user of the reception 
side, signature data produced for the encryption key operated by the user of the 
transmission side is transmitted to thevuser of the transmission side and [data obtained by 
encrypting the] said encryption algorithm operated by the user of the transmission side is 
encrypted with [the] said encryption algorithm operated by the user of the reception side 
and [signature data produced for the encryption key operated by the user of the reception 
side] are transmitted to the user of the receptionVde with signature data produced for the 
encryption key operated by the user of the reception side . 



8. (currently amended) An encryption algorithm sharing management 
method for sharing the encryption algorithm for cryptogn^phic communication, 
comprising the steps of: 
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\ from a user of a transmission side, obtaining a user identifier indicating the user 

of the ttansmission side and a user identifier indicating a user of a reception side; and 

querying a data base in which [a correspondence between the] user identifiers 

indicating [the] users, [an] corresponding encryption algorithms [operated by the user] 

and [an] encryption keys thereof [is] are preliminarily described [about each user] so as 

to obtain [the] an encryption algorithm operated by the user of the transmission side and 

^encryption key thereof and an encryption algorithm operated by the user of the 

reception side and an encryption key thereof, 

wherein if [the] saiq encryption algorithm operated by the user of the transmission 

side is different from [the] said encryption algorithm operated by the user of the reception 

side, signature data produced for the encryption key operated by the user of the 

transmission side is transmitted to\he user of the transmission side and data indicating 

[the] said encryption algorithm operated by the user of the transmission side and an 

encryption key produced based on the encryption key operated by the user of the 

reception side corresponding to a key length of [the] said encryption algorithm operated 

by the user of the transmission side is encrypted with [the] said encryption algorithm 

operated by the user of the reception side and transmitted to the user of the reception side 

with [the] signature data produced [correspondingly] for the encryption key operated by 

the user of the reception side. \ 

9. (currently amended) A_[N]network communication system composed by 
connecting a plurality of users, comprising at least [an] one encryption key management 
station to be connected from a user of a transmission side, \ 
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\aid encryption key management station obtaining, from the user of the 

transmission side, information indicating an encryption algorithm operated by the user of 

the transmission side and information indicating [the] an encryption algorithm operated 

by [the] a user of [the] a reception side and if different encryption algorithms are operated 

by [users] the uiser of the transmission side and [a] the user of the reception side, 

encrypting the encryption algorithm operated by the user of the transmission side with 

[an] the encryption algorithm operated by the user of the reception side and transmitting 

it to the user of the reception side. 

10. (currently amended) A [N] network communication system composed by 
connecting a plurality of users\comprising at least [an] one encryption key management 
station to be connected from a us6r of a transmission side, 

said encryption key management station comprising a data base in which a 
correspondence between a user identifier indicating a user and an encryption algorithm 
operated by [the] said user is preliminarily described about each user; 

wherein when a communication is carried out from the user of the transmission 
side to a user of a reception side, a user identifier indicating the user of the transmission 
side and a [reception side] user identifier indicating a user of a reception side are obtained 
from the user of the transmission side and said database is queried with the obtained 
identifiers as a key so as to obtain an encryption algorithm operated by the user of the 
transmission side and an encryption algorithm operated by the user of the reception side, 
and \ 

if the encryption algorithm operated by the user of the transmission side is 
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different from the encryption algorithm operated by the user of the reception side, the 
encryption algorithm operated by the user of the transmission side is encrypted with the 
encryption algorithm operated by the user of the reception side and transmitted to the user 
of the reception skle. 

11. (currentW amended) An encryption algorithm sharing management 
ethod for sharing an encryption algorithm for cryptographic communication, 

comprising the steps of: \ 

from a user of a transmission side, obtaining a user identifier indicating the user 
of the transmission side and a usenidentifier indicating a user of a reception side; and 

querying a data base in whichVa correspondence between the] user identifiers 
indicating [the] users and [an] their corresponding encryption algorithms^ [operated by 
the user] [is] are preliminarily described [about each user] so as to [retrieve] obtain an 
encryption algorithm operated by the user of the transmission side and an encryption 
algorithm operated by the user of the reception side; [and] 

wherein if [the] said encryption algorithm oberated by the user of the transmission 
side is different from [the] said encryption algorithm Operated by the user of the reception 
side, data indicating [the] said encryption algorithm operated by the user of the 
[transmission] reception side is encrypted with [the] said encryption algorithm operated 
by the user of the [reception] transmission side and transmitted to the user of the 
[reception] transmission side. \ 

12. (currently amended) An encryption algorithm sharing management 
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ethod for sharing an encryption algorithm for cryptographic communication, 

com^sing the steps of: 

'om a user of a transmission side, obtaining a user identifier indicating the user 

of the transmission side and a user identifier indicating a user of a reception side; [and] 

querying a data base in which [a correspondence between the] user identifiers 

indicating [the] u^ers, [an] corresponding encryption algorithms [operated by the user] 

and [an] encryption \eys thereof [is] are preliminarily described [about each user] so as 

to obtain [the] an encryption algorithm operated by the user of the transmission side and 

an encryption key thereof and [the] an encryption algorithm operated by the user of the 

reception side and an encryption key thereof , 

wherein if [the] said encryption algorithm operated by the user of the transmission 

side is different from [the] said encryption algorithm operated by the user of the reception 

side, data indicating [the] said encryption algorithm operated by the user of the 

[transmission] reception side and [the] ^encryption key produced based on the 

encryption key operated by the user of the [reception] transmission side corresponding to 

a key length of [the] said encryption algorithm Noperated by the user of the reception side 

is encrypted with [the] said encryption algorithm\)perated by the user of the [reception] 

transmission side and transmitted to the user of the Reception] transmission side. 



13. (currently amended) An encryption algorithm sharing management 
method for sharing an encryption algorithm for cryptograph^ communication, 
comprising the steps of: 

from a user of a transmission side, obtaining a user identifier indicating the user 
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of thetmnsmission side and a user identifier indicating a user of a reception side; and 
queuing a data base in which [a correspondence between the] user identifiers 
indicating [the! users, [an] corresponding encryption algorithms [operated by the user] 
and [an] encryption keys thereof [is] are preliminarily described about each user so as to 
obtain [the] an encryption algorithm operated by the user of the transmission side and an 
encryption key thereoi^nd [the] an encryption algorithm operated by the user of the 
reception side and an encryption key thereof, 

wherein if [the] said encryption algorithm operated by the user of the transmission 
side is different from [the] saidV ncrvption algorithm operated by the user of the reception 
side, signature data produced for the encryption key operated by the user of the 
[transmission] reception side is transmitted to the user of the [transmission] reception side 
and [the] said encryption algorithm operated by the user of [transmission] the reception 
side is encrypted with [the] said encryption algorithm operated by the user of the 
[reception] transmission side and transmitted to the user of the [reception] transmission 
side with the signature data produced for the encryption key operated by the user of 
[reception] the transmission side. 

14. (currently amended) An encryption algorithm sharing management 
method for sharing an encryption algorithm for cryptographic communication, 
comprising the steps of: 

from a user of a transmission side, obtaining a user identifier indicating the user 
of the transmission side and a user identifier indicating a usenpf a reception side; and 

querying a data base in which [a correspondence betweeri the] user identifiers 
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indicating [the] users, [an] corresponding encryption algorithms [operated by the user] 
and lan] encryption keys thereof, [is] are preliminarily described about each user so as to 
obtain [the] an encryption algorithm operated by the user of the transmission side and an 
encryption kfew thereof and [the] an encryption algorithm operated by the user of the 
reception side and an encryption key thereof, 

wherein if [the] said encryption algorithm operated by the user of the transmission 
side is different from [the] said encryption algorithm operated by the user of the reception 
side, signature data produced for the encryption key operated by the user of the 
[transmission] reception side Is transmitted to the user of the [transmission] reception side 
and data indicating [the] said encryption algorithm operated by the user of the 
[transmission] reception side and [me] an encryption key produced based on the 
encryption key operated by the user opthe [reception] transmission side corresponding to 
a key length of [the] said encryption algorithm operated by the user of the reception side 
is encrypted with [the] said encryption algorithm operated by the user of the [reception] 
transmission side and transmitted to the user oivthe [reception] transmission side with 
signature data produced [corresponding] for to the encryption key operated by the user of 
the [reception] transmission side. 

15. (currently amended) A [N1 network communication system composed by 
connecting a plurality of users, comprising at least [an] ong encryption key management 
station to be connected from a user of a transmission side, 

said encryption key management station obtaining, frointiie user of the 
transmission side, information indicating an encryption algorithm, operated by the user of 
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She transmission side and information indicating an encryption algorithm operated by a 
useKpf a reception side, and [when] if different encryption algorithms are operated by the 
user of the transmission side and the user of the reception side, encrypting the encryption 
algorithm operated by the user of the [transmission] reception side with the encryption 
algorithm operated by the user of the [reception] transmission side and [transmitted] 
transmitting it to the user of the [reception] transmission side. 

16. (currently\amended) A [N1 network communication system composed by 
connecting a plurality of users, comprising at least [an] one encryption key management 
station to be connected from a laser of a transmission side, 

said encryption key management station comprising a data base in which a 
correspondence between a user identifier indicating a user and an encryption algorithm 
operated by [the] said user is preliminarily described about each user; 

wherein when a communication is carried out from the user of the transmission 
side to a user of a reception side, a user identifier indicating the user of the transmission 
side and a [reception side] user identifier indicating a user of a reception side are obtained 
from the user of the transmission side, and said dara base is queried with the obtained 
identifiers as a key so as to obtain an encryption algorithm operated by the user of the 
transmission side and an encryption algorithm operated \y the user of the reception side, 
and \ 

if the encryption algorithm operated by the user of tha transmission side is 
different from the encryption algorithm operated by the user of the reception side, the 
encryption algorithm operated by user of [transmission] the reception side is encrypted 
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the encryption algorithm operated by the user of the [reception] transmission side 

and transmitted to the user of the [reception] transmission side. 

17. \ (currently amended) A cryptographic communication method wherein if 
different encryption algorithms are operated by a transmission side and a reception side, 
an encryption algorithm operated by the reception side is encrypted with an encryption 
algorithm operatedxjy the transmission side and transmitted to the [reception] 
transmission side. 

18. (original) A Cryptographic communication method wherein information 
indicating an encryption algorithm operated by a transmission side and information 
indicating an encryption algorithm operated by a reception side are obtained from the 
transmission side and when different encryption algorithms are operated by the 
transmission side and the reception sidV the encryption algorithm operated by the 
reception side is encrypted with the encryption algorithm operated by the transmission 
side and transmitted to the transmission sid^ 

19. (currently amended) A cryptographic communication method as claimed 
in claim 18 wherein signature data produced basea on a public key preliminarily 
allocated to the reception side is supplied to the transmission side with the [encrypted] 
encryption algorithm operated by the reception side encrypted with the encryption 
algorithm operated by the transmission side . 
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\ 20. (currently amended) An encryption algorithm sharing management 

method tor sharing an encryption algorithm for cryptographic communication, 

comprisingihe steps of: 

from a user of a transmission side, obtaining a user identifier indicating the user 
of the transmission side and a user identifier indicating a user of a reception side; 

querying a data base in which [a correspondence between the] user identifiers 
indicating [the] users and [an] corresponding encryption algorithms [operable by the 
user] [is] are preliminarilyMescribed [about each user] so as to obtain an encryption 
algorithm operable by the user of the transmission side and an encryption algorithm 
operable by the user of the recemion side; 

determining whether or noV there is an encryption algorithm operable by the user 
of the transmission side and the userW the reception side commonly; and 

if the commonly operable encryption algorithm exists, [it is notified] the user of 
the transmission side is notified that cryptographic communication at the user of the 
transmission side and the user of the receptioii side is enabled. 

21. (currently amended) An encryptionVlgorithm sharing management 
method as claimed in claim 20 wherein: \ 

if the commonly operable encryption algorithm Vxists, information indicating the 
commonly operable encryption algorithm is transmitted to the user of the transmission 
side and \ 

if the commonly operable encryption algorithm does not exists, [it is notified] the 
user of the reception side is notified that cryptographic communication at the user of the 
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trah^mission side and the user of the reception side is disabled. 




22. \ (currently amended) An encryption algorithm conversion method for 
converting a[n operating] first encryption algorithm to [other] a second encryption 
algorithm comprising 

querying a data b^se in which [a correspondence between a] user identifiers 
indicating [a] users, [an] corresponding encryption algorithms [operated by the user] and 
[an] encryption keys thereof [isi are preliminarily described [with] for a user^ whose 
encryption algorithm is to be converted [with] as a key^ so as to obtain a first encryption 
algorithm operated by the user whose encryption algorithm is to be converted and a first 
encryption key thereof ; and 

with a first management secret key preliminarily allocated for management and 
[operated on] applied to the firs encryption algorithm, supplying first and second 
signature data [written in] for the first encryption key and a_second encryption key[s], 
public key data obtained by encrypting a second public* key corresponding to a second 
management secret key [operated on] a pplied to [the] a second encryption algorithm 
preliminarily allocated for management with the first encryption algorithm, [a] the second 
encryption algorithm encrypted with the first encryption algorithm and signature data 
produced based on the second management secret key to the usek whose encryption 
algorithm is to be converted . 
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